tutorialsp "

www.tutorialspoint.com

‘3 https://www.facebook.com/tutorialspointindia 3 https://twitter.com/tutorialspoint



Ethereum

About the Tutorial

Looking at the advantages offered by Bitcoin - a digital currency, people wanted to use
the concept of Blockchain in their own applications. People wanted to move out of their
physical contracts to smart digital contracts where several issues like repudiation,
transparency, security, etc. would be automatically addressed. The outcome of this effort
resulted in the creation of Ethereum - a popular platform for creating distributed
Blockchain applications that support smart contracts.

Audience

This tutorial is designed for those who wish to gain some insight on how Ethereum works.
After completing this tutorial, you will find yourself at a moderate level of expertise from
where you can take yourself to the next level.

Prerequiisites

Before proceeding with this course, we assume the reader has basic understanding in Web
Development, JavaScript, Ajax-Requests, Angular]S, Gulp/Grunt and the Node Package
Manager.

Copyright & Disclaimer

© Copyright 2019 by Tutorials Point (I) Pvt. Ltd.

All the content and graphics published in this e-book are the property of Tutorials Point (I)
Pvt. Ltd. The user of this e-book is prohibited to reuse, retain, copy, distribute or republish
any contents or a part of contents of this e-book in any manner without written consent
of the publisher.

We strive to update the contents of our website and tutorials as timely and as precisely as
possible, however, the contents may contain inaccuracies or errors. Tutorials Point (I) Pvt.
Ltd. provides no guarantee regarding the accuracy, timeliness or completeness of our
website or its contents including this tutorial. If you discover any errors on our website or
in this tutorial, please notify us at contact@tutorialspoint.com

EIMPLYEAGSYLEARNING

I@A‘ \tutorialspoint


mailto:contact@tutorialspoint.com

Ethereum

Table of Contents

10.

11.

12,

13.

FiY oo UL o o T Vi (o] o - | OSSP PP T PTPPR i
FAX 0T [ =] o T PP P PP P PP P PPPPPPPPPPPN i
L (T E=To TU LT L =2 P PP PP PP PP PP PPPPPPPPPPPPPPPPPPPRS i
COPYIIBIE & DISCIATMEN .eeiiiiieetteee et e ettt e e e e st e et e e e s s aar b et e eeeeessanbbbaeeeeeessannrnneeas i
Table Of CONEENTS ..eeeieeiiie ettt e sttt e s et e e snre e s snae e e s earneeesns ii
Ethereum — INtrodUCioN .......cciieiiiiiiiiiiiiitiiitnerr et ssss e s s sssessssssnessssssnesans 1
Ethereum — Smart CoONtracts........cccicieiiiiiiiiiiiiiiiiiineiiiinieiieisre s ssssse s ssseesssssnesssssssesssssssesns 2
Remix for CoNtract DEVEIOPMENT.......eiiiiiiiiiiiiieiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseseeseeeesesaeeeeesessnsesssssnnnnssnnnnnnnnnnes 2
Ethereum — Solidity for Contract Writing.......ccccccccccnnnnnennnnnnnnnnnnnnnnmssnsssssssssssssssssssssssssssssssssssssssssssssssssses 4
Ethereum — Developing MyCoNtract........cccciiiiiiiiiiiiiiiiiiiiiiisiiisissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssas 5
Ethereum — Compiling the CONtract........ccccciiiiiiiiiiinrrrrrrr s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s 7
Ethereum — Deploying the CONract.........cccciiiiiiiiiiiiiiiiiiirsirrnnsssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnes 9
Ethereum — Interacting with the Contract ..........cccooiiiiiiiiiiiiiinirr s ss s s s s s s s s s s s s s s 11
SENAING IMIONEY ... et e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaes 11
EX@MINING CONTIACE VAU ....eeeiiiiiiiiiiieieeeiieeeeeeeteeeeeeeeeeeeeeseeeeeeeesesassaassssssssssssssssssssssasassssssssssssssssssnsnnnnnnnnnns 12
EXamining ColleCtea AMOUNT ......ciiiiiiiiiiiiieiieeeeeeeeeeeeeeeeeeeeeeeeeeeeseeseeeessesssaasssssssassssssssssssssssssssssssssssssnnnnnnnnns 12
Ethereum — Limitations of REMiX......ccccceeiiiveiiiiiniiiiniiniiiinieiiitcineee e sase s ssase s ssnees 13
Ethereum — Ganache for BIOCkChain ........ccueiiieiiiiiiiiiiint e 14
[BTo XNV o1 o F-To [T T=d CT=Ta T [l o [T PPPPPPPPRS 14
FaI 11T Y= CF-TaT=Tol s =T PP PPPPPPPPRS 15
SEAMTING GANACNE ... 15
Ethereum — Ganache Server SEtINGS.......ccccciiiiiiiiiiiiricrrsrserrsesrssssss e s s s s s ss s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s nannnn 18
ACCOUNT AN KBYS .o 19
Ethereum — A QUICk WalKthrough ..........e e s s s s s s s s s s s s s s s s s s s s s s 20
Ethereum — MYELh@rWall@t........ . e s s s s s s s s s s s s s s s s s s s s s s s s s e s s s s s s s s aan 22
Ethereum — Creating Wallet ........ . s sss s s ssss s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s s aan 23

i

MPLYEASYLEARMNINIG

I@A‘ Mtutorialspoint



14.

15.

16.

17.

18.

Ethereum

Ethereum — Attaching Wallet to Ganache Blockchain.........cccceevuiiiiineiiiinnnninnnnnninnnnssnnesssneessssnees 26
Ethereum — Deploying CONTrACT........ccvviiiiiiniiiiiiniiiisnnisissuneisssnssssssanssssssanssssssasessssssssssssanssssssasssssssnsess 28
Ethereum — Interacting with Deployed CONtract..........ccociiiiiiiiiiiiniiiiniiiinniinniis 36
Ethereum — Creating Contract USErS........cccciiiiiiiiiiiiiiiiisssiisiisssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssas 42
EthEreuUm — SUMMAIY.....ciiiiiiiiiiniinissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 49
WAt IS INEXE? ...ttt s e et e et e e s sr et e e s et e e s nr et e s snaeeesanneeeenans 49

MPLYEASYLEARMNINIG

w Mtutorialspoint



1. Ethereum — Introduction

A huge success of Bitcoin raised interest in the minds of several to create their own
currencies. Looking at the advantages offered by Bitcoin - a digital currency, people
wanted to use the concept of Blockchain in their own applications. People wanted to move
out of their physical contracts to smart digital contracts where several issues like
repudiation, transparency, security, etc. would be automatically addressed. The outcome
of this effort resulted in the creation of Ethereum - a popular platform for creating
distributed Blockchain applications that support smart contracts.

In this tutorial, you will learn how to create a distributed application (DAPP) on Ethereum
platform. More specifically, you will learn how to write a contract, test it on a local
Blockchain and finally deploy it on an external Blockchain for deep testing and commercial
use. You will use Solidity, an object-oriented language for contract development. You will
also use Remix, an open source IDE for developing and testing contracts. To deploy the
tested contract on an external Blockchain, you will use Ganache. To interact with the
contract you will need a client application. We will use MyEtherWallet to create a wallet
for each such client. The contract creator will publish the contract. Any other client will
look at the contact value by using the interface provided by the contract and send some
money to the creator for executing a part of the contract.

So let us begin by writing the contract.

@ tutorialspoint
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2. Ethereum — Smart Contracts

There are several tools available to develop and test contracts. One of the simplest tools
is provided on the official Ethereum site itself. The tool is called Remix, we will use this
for our contract development.

Remix for Contract Development

Open the Remix IDE by typing in the following URL in your browser.

http://remix.ethereum.org

The following screen will appear.

[ ] ® < | & remix.ethereum.org/#optimize=false&version=soljso & (4] ] 3 T
- Compile Aun Analysis  Testing Debugger Settings Support
o & 0 o0 @& % €% powserbalotsol * »
» browser 1 pragma solidity >=8.4.22 <B.6.8;
2 - contract Ballot { Current version:0.5.1+commit.cBa2cb62 Emscripten.clang
+ config 3
4- struct Voter { Select new compiler version :
» SwWarm 5 uint weight;
] bool voted; Auto compile Enable Optimization Hide warnings
7 uintd vote;
g , oddress delegate; 2 Start to compile (Ctrl-S)
18- struct Proposal {
11 uint woteCount;
12 i
13 n
14 address chairperson; MyContract ¥ & Swam
15 mapping(oddress => Voter) voters;
16 Proposal[] proposals; Details. I ABI I Bytecode
17
18 A4 Create a new ballet with ${_numProposals) different propos
19 - constructor{uint8 _numProposals) public {
20 chairperson = msg.sender;
21 voters[chairperson] .weight = 1;
22 proposals.length = _numProposals;
23 i
24
25 A4 Give $(toVoter) the right to vote on this ballot.
26 /44 May only be called by $(chairperson).
27~ function giveRightToVote(address toVoter) public {
28 if (msg.sender != chairperson voters[toVoter] .voted) re
29 voterstoVoterl.weiaht = 1:
& @ 0 [2] only remix transactions, script ~ Q

In the center window, you will see some default code, which is a sample Solidity code. You
will type your contract code in this code editor. Your code may be auto-compiled. Upon
successful compilation of the code, you will be able to run the code in the same IDE. When
you execute the contract methods, the results will be displayed in the same IDE window.
There are facilities to debug the code and to unit test your project. These can be seen in
the menu bar at the top right hand side as shown in the IDE screenshot below. You will be
using these options shortly.

@ tutorialspoint
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http://remix.ethereum.org/

o0 ® (<

el & remix.ethereum.org/#optimize=false&version=soljso

e B 0 0 & % <« } powser/balotsol *

» browser
» config

» SWarm

You will now start writing your contract.

)

1 pragma solidity >=8.4.22 <B.6.8;
Z - contract Ballot {

3

4- struct Voter {

5 uint weight;

[ bool wvoted;

7 uintd vote;

B oddress delegate;

Ethereum

’ICDmpile Aun Analysis  Testing Debugger Settings &Jpporll

Current version:0.5.1+commit.cBa2ch&2 Emscripten.clang
Select new compiler version :
Auto compile Enable Optimization Hide warnings

& Start to compile (Ctrl-8)

9 ¥

18- struct Proposal {

11 uint woteCount;

12 3}

13

14 address chairperson; MyContract ¢ & Swam
15 mapping(oddress => Voter) voters;

16 Proposal[] proposals; Details W A8l I Bytecods
17

18 A4/ Create a new ballot with ${_numProposals) different propos
19 - constructor{uint8 _numProposals) public {

28 chairperson = msg.sender;

21 voters[chairperson] .weight = 1;

22 proposals. length = _numProposals;

23 3}

24

25 A4/ Give $(toVoter) the right to vote on this ballot.

26 A4/ May only be called by $(chairperson).

27~ function giveRightToVote(address toVoter) public {

28 if (msg.sender != chairperson voters[toVoter] .voted) re
29 voterstoVoterl.weiaht = 1:

& @ 0 [2] only remix transactions, script ~

tutorialspoint

EIMPLYEAGSY LEARMNING



3. Ethereum — Solidity for Contract Writing

Solidity is an object-oriented language especially developed for contract writing. It is a
high-level language, which inherits traits from C++, Python, and JavaScript. The Solidity
compiler compiles your source code into bytecode that runs on Ethereum Virtual Machine
(EVM).

For quick understanding of the Solidity syntax, look at the sample code in the IDE.

pragma solidity >=0.4.22 <0.6.0;
contract Ballot {

The first line is a directive to the compiler. The second line starts the definition of the
contract. Within the contract, you declare variables such as:

address chairperson;

You can also define structures such as Proposal and create an array of these structure
items. Examine this in the code window.

You may then define a constructor which is invoked at the time of instantiating a contract.

constructor(uint8 _numProposals) public {

After the constructor, you will define several methods, which are the contract methods. In
the sample contract, giveRightToVote is one such method having the following syntax:

function giveRightToVote(address toVoter) public {

The public keyword makes this method publicly invokable by any client who has access
to the contract.

Likewise, the sample contract defines three more methods called delegate, vote, and
winningProposal. Examine these for your own understanding of the Solidity syntax.
These are the prerequisites to writing your own contract. Explaining the full syntax of
Solidity is beyond the scope of this tutorial.

@ tutorialspoint
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4. Ethereum — Developing MyContract

We will name our contract MyContract as in the following declaration:

contract MyContract {

We will declare two variables as follows:

uint amount;

uint value;

The variable amount will hold the accumulated money sent by the contract executors to
the contract creator. The value field will hold the contract value. As the executors execute
the contract, the value field will be modified to reflect the balanced contract value.

In the contract constructor, we set the values of these two variables.

constructor (uint initialAmount, uint initialvalue) public {
amount = 0;

value = 1000;

As initially, the amount collected on the contract is zero, we set the amount field to 0.
We set the contract value to some arbitrary number, in this case it is 1000. The contract
creator decides this value.

To examine the collected amount at any given point of time, we provide a public contract
method called getAmount defined as follows:

function getAmount() public view returns(uint) {

return amount;

To get the balanced contract value at any given point of time, we define getBalance
method as follows:

function getBalance() public view returns(uint) {

return value;

Finally, we write a contract method (Send). It enables the clients to send some money to
the contract creator:

@ tutorialspoint
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function send(uint newDeposit) public {
value = value - newDeposit;

amount = amount + newDeposit;

The execution of the send method will modify both value and amount fields of the
contract.

The complete contract code is given below:

contract MyContract {

uint amount;

uint value;

constructor (uint initialAmount, uint initialvalue) public {
amount = 0;

value = 1000;

function getBalance() public view returns(uint) {

return value;

function getAmount() public view returns(uint) {

return amount;

function send(uint newDeposit) public {
value = value - newDeposit;

amount = amount + newDeposit;
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5. Ethereum — Compiling the Contract

Once you write the complete contract code, compiling it in this IDE is trivial. Simply click
on the Autocompile checkbox in the IDE as shown in the screenshot below:

[ NN IIRY [Em| @ remix.ethereum.org/#optimize =false&version=soljso & (4] ] al
L 4 Remix - Solidity IDE +
e B 0 0 & % <« } browser/MyContract.sol x * Complle  Run  Analysis  Testing Debugger Settings Support
browser 4 1- contract MyContract {
* z Current version:0.5.1+commit.cBafch&2. Emacripten.clang
» config 3 uint amount;
4 uint value; Select new compiler version &
5
da 6- constructor (uint initialAmount, uint initialValue) public { Enable Optimization Hide wamnings
7 amount = @;
g } value = 1968; £ Start to compile (Ctrl-S)
18
11 - function getBalance() public wview returns{uint) {
12 return value;
13 3
14 MyContract 5 &L Swam
15 - function getAmount() public view returns(uint) {
16 return amount; Details W 4B I Bytecode
17 3
18
19 - function send(uint newDeposit) public {
20 value = value - newDeposit;
21 amount = amount + newDeposit;
22 i
23}
24 |
A @ 0 [2] only remix transactions, script ~ Q

Alternatively, you may compile the contract by clicking the button with the title

“Start to compile”.

[ NN R4 il @ remix.ethereum.org/#optimize=false&version=soljso v} (4] ] ]
L 4 Remix - Solidity IDE +
e B 0 0 & % <« } poweer/MyContract.sol * * Comple  Run  Analysis  Testing Debugger Seftings Support
browser 4y 1+ contract MyContract {
' z Current version:0.5.1+commit.cBafch&2. Emacripten.clang
» config 3 uint amount;
4 uint value; Select new compiler version &
5
i 6~ constructor (uint initialAmount, uint initialValue) public { Aute compile Enable Optimization Hide warnings
7 amount = @;
g } value - 1389; £ Start to compile (Girl-S)
18
11~ function getBalance() public view returns{uint) {
1z return value;
13 }
14 MyContract % L Swam
15 - function getAmount() public view returnsCuint) {
16 return amount; Detsils B aBI B Bytecods
17 i
18
19 - function send(uint newDeposit) public {
20 wvalue = value - newDeposit;
21 amount = amount + newDeposit;
22 3
23}
|
& @ 0 [2] only remix transactions, script Q
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If there is any typo, fix it in the code window. Make sure the code is compiled fully without
errors. Now, you are ready to deploy the contract.
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6. Ethereum — Deploying the Contract

In this chapter, we will learn how to deploy contract on Ethereum. Click on the Run menu
option to deploy the contract. The following screen will appear.

o0 @® < [Em] @ remix.ethereum.org/#optimize=false&version=soljso & [+] il al
L 4 Remix - Solidity IDE +
o & 0 0 @& % € ' powser/MyContractsol * *  Compile Aralysis  Testing Debugger Settings Support
» browser - ;' contract MyCentract { Envionment  JavaSeript VM Faclt
+ config i :t:: :’:‘L‘::f’ Account € Oxcad_a?33c (100 ether) f R
-5 . . . . Gas limit 3000000
i 6- constructor (uint initialAmount, uint initialValue) public {

v amount = @; Value [ wei ¢

B wvalue = 1888;

9 }

18

11~ function getBalance() public view returns{uint) { [H!‘Cm"“l %]i

12 return value;

13 } Deploy W

14

15 - function getAmount() public view returns(uint) { or

16 return amount;

17 } At Address

18

19 - function send(uint newDeposit) public {

20 value = value - newDeposit; Transactions recorded: 0 v

21 amount = amount + newDeposit;

22 } b &

53} eployed Contracts

24

Currently you have no contract instances to interact with.
A @ 0 [2] only remix transactions, script ~ Q

The contract name is shown in the highlighted list box. Below this, you will notice the
Deploy button, click on it to deploy the contract. The contract will be deployed on the
Remix built-in Blockchain. You will be able to see the deployed contract at the bottom of
the screen. You can see this in the highlighted portion of the screenshot below.

@ tutorialspoint
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o0 ® < | remix.ethereum.org/#optimize=false&version=soljso & (4] | [l
L 4 Remix - Solidity IDE +
o & 0 0 @& % € % powser/MyContractsol * ® Compile  Fun  Analysis Testing Debugger Settings Support
4 1- contract tract )
» browser 7 Forkearoiby Contnacty] Envionment  JavaSeript VM VNS
+ config 3 uint amount; Account ©  Oxcad..a733c (99.99999999999983. & W
4 uint value;
5 o o ) Gas limit 3000000 s
d 6~ constructor (uint initialAmount, uint initialValue) public {
7 amount = @; Value 0 wei s
B wvalue = 1888;
9 )
10 )
11- function getBalance() public view returns{uint) { [H!CBMHN 9]l
12 return value;
13 } Deploy e
14
15 - function getAmount() public view returns(uint) { ar
16 return amount;
17 ) At Addresa
18
19 - function send{uint newDeposit) public { R . -
20 value - value - newDeposit; Transactions recorded: 1
21 amount = amount + newDeposit;
2z } &
] } Deployed Contracts
24
- MyContract at 0x682...77b3a (memory) [} x
send ~
getAmount
getBalance
& @ 0 [2] only remix transactions, script ~ Q

Notice, the presence of three method names in this highlighted region. Next, you will
interact with the contract by executing the contract methods.

10
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7. Ethereum — Interacting with the Contract

When you click the deployed contract, you will see the various public methods provided
by the contract. This is shown in the screenshot below.

Deployed Contracts @
- MyContract at Ox682...77h3a (memory) i x
send w
getAmount
getBalance

The first method send contains an edit box in front of it. Here, you will type the parameters
required by the contract method. The other two methods do not take any parameters.

Sending Money

Now, enter some amount such as 100 in front of the send function seen in the contract
window. Click the send button. This will execute the contract send method, reducing the
value of the contract value field and increasing the value of the amount field.

Deployed Contracts @
- MyContract at (xe682...77b3a (memory) i) x
send 100 o
getAmount
getBalance

11
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Examining Contract Value

The previous send money action has reduced the contract value by 100. You can now
examine this by invoking the getBalance method of the contract. You will see the output
when you click on the getBalance button as shown in the screenshot below:

Deployed Contracts @
* MyContract at Ox682...77h3a (memory) i x
send 100 b
getAmount
getBalance
0 wint256: 900

The contract value is now reduced to 900.

Examining Collected Amount

In this section, we will examine the amount of money collected so far on this contract. For
this, click on the getAmount button. The following screen will appear.

Deployed Contracts L]
- MyContract at 0x692...77b3a (memory) U] ®
send 100 o
getAmount
0: wint256: 100
getBalance
0 wint256: 900

The amount field value has changed from 0 to 100.

Try a few send operations and examine the contract value and the amount fields to
conclude that the deployed contract is executing as expected.

12

MPLYEAGSYLEARMNINIG

w Mtutorialspoint



8. Ethereum — Limitations of Remix

The Remix IDE that you have used so far is good enough for development and initial
testing of your contract. For real-life contracts, you need to test your functionality against
various parameters. Remix cannot create real (non-test) user accounts to transfer funds
between them. You have no control over the configuration of the Blockchain created by
Remix. You cannot even monitor the execution of the transactions.

Remix misses out on several advanced operations. Thus, we need to deploy our contract
on a more sophisticated Blockchain that provides all these features. One such Blockchain
is Ganache that you will learn about in our subsequent chapter.

13
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9. Ethereum — Ganache for Blockchain

Ganache is used for setting up a personal Ethereum Blockchain for testing your Solidity
contracts. It provides more features when compared to Remix. You will learn about the
features when you work out with Ganache. Before you begin using Ganache, you must
first download and install the Blockchain on your local machine.

Downloading Ganache

You may download Ganache from the following URL:

https://truffleframework.com/ganache

Ganache is available on several platforms. We developed and tested this entire tutorial on
Mac. Thus, the screenshots below will show Mac installation. When you open the
installation URL given above, it automatically detects your machine’s OS and directs you
to the appropriate binary installation. The screenshot below shows the Mac installation.

(] ® < Em} @ truffleframework.com/ganache ] () th u) o4

K@ TRUFFLE SUITE SUITE~ DOCS TUTORIALS BOXES BLOG EVENTS COMMUNITY UNIVERSITY

.

Quickly fire up a personal Ethereum
blockchain which you can use to run tests,
execute commands, and inspect state while

qanm controlling how the chain operates.
ONE CLICK BLOCKCHAIN DOWNLOAD "

(MACQOS)

When you click on the DOWNLOAD button, it will begin downloading the DMG file for Mac
installation.

14
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Installing Ganache

Locate the “"Ganache-2.0.0.dmg” in your Downloads folder and double-click on it to
install Ganache. Upon successful installation, the following screen will appear:

& @ #» Ganache 2.0.0

Drag Ganache icon to the Application folder. Now, Ganache is available as an application
on your Mac.

If you are using some other OS, follow the instructions provided for successful installation.

Starting Ganache

Now locate Ganache in your Application folder and double-click on its icon to start
Ganache.

Ganache Desktop

When Ganache starts, the Ganache screen will appear as shown below:

15

w tutorialspoint

EIMPLYEAEGBYLEARNINTIEG



Ethereum

B Ganache

WORKSPACES

oceanic-action
premium-bat

selective-store

@ QUICKSTART == NEW WORKSPACE

Learn more about the latest update!

Click QUICKSTART to start Ganache. You will see Ganache console as shown below:

00 Ganache
—

(L) accounts

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
0 20000000000 6721975 PETERSBURG 5777 HTTP://127.0.0.1:8545 AUTOMINING SELECTIVE-STORE

MNEMONIC HD PATH
where luxury early clever fragile table discover law menu push shuffle wise m/44"' /60" /0" /0/account_index

ADDRESS BALANCE TXCOUNT  INDEX &
0xB9edfE2434918245CceA5bBd3d4fD29478B8e376 100.00 ETH 0 0
ADDRESS BALANCE TXCOUNT  INDEX &
0xA9d226800d37a652bf1d0a6121BC18e6e4652F64 100.00 ETH 0 1

The console in the above screenshot shows two user accounts with balance of 100 ETH
(Ether - a currency for transaction on Ethereum platform). It also shows a transaction
count of zero for each account. As the user has not performed any transactions so far, this
count is obviously zero.

16
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We will now get an overview of a few important screens of Ganache that are of immediate
relevance to us.

17
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10. Ethereum — Ganache Server Settings

Click on the settings icon at the top right hand side of the screen as shown in the
screenshot below:

00 Ganache

ACCOUNTS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
] 20000000000 6721975 PETERSBURG 5777 HTTP://127.0.0.1:8545 AUTOMINING SELECTIVE-STORE

HD PATH

MNEMONIC
m/44' /60" /0" /8/account_index

where luxury early clever fragile table discover law menu push shuffle wise

ADDRESS BALANCE TXCOUNT  INDEX &7
0xB9edfE2434918245CceASbBd3d4fD29478B8e376 100.00 ETH 0 0
ADDRESS BALANCE TXCOUNT  INDEX &
0xA9d226800d37a652bf1d0a6121BC18e6e4652F64 100.00 ETH 0 1

The server settings screen will appear as shown below:

[ JoX ) Ganache
WORKSPACE ACCOUNTS & KEYS CHAIN ADVANCED ABOUT é CANCEL o RESTART
HOSTNAME

\ 127.0.0.1 - 100 v \

PORT NUMBER
‘ 8545

NETWORK ID
‘5777

‘ Internal blockchain identifier of Ganache server.

AUTOMINE

ERROR ON TRANSACTION FAILURE

18
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Here, you will be able to set the values of server address and the port number for your
Ganache server. For the time being, leave these to their default values. The Network ID is
an internal Blockchain identifier of Ganache server; leave this to its default value. The
Automine button is in the ON state indicating that the transactions would be processed
instantly. If you switched this off, it will ask you to enter the time in seconds after which
the blocks would be mined.

Account and Keys

When you click on the Accounts & Keys menu option, you will see the following screen:

[ JoX ) Ganache

WORKSPACE SERVER : CHAIN ADVANCED ABOUT £ CANCEL O RESTART

/\ Restarting the Quickstart workspace resets the blockchain. All transactions and contract states will be reset.

ACCOUNTS & KEYS

ACCOUNT DEFAULT BALANCE
100

TOTAL ACCOUNTS TO GENERATE
2

AUTOGENERATE HD MNEMONIC

fatigue gadget balance fiction flag grunt crumble alien unc

LOCK ACCOUNTS

Here you would be able to set the default balance for each account. The default value is
100. This now explains why you saw 100 ETH displayed for each account in the Desktop
screenshot. You can also set the number of accounts on this screen. The value displayed
in this screenshot is 2 and that is why the desktop showed only two accounts.

Now, we will work out with the two settings’ screen; the knowledge of how these two work
would suffice. Restart the server by clicking on the RESTART button in the right hand side
of the screen. You will now return to the Desktop screen. Try inputting different values in
the above two fields, restart the server and see its effect.
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11. Ethereum — A Quick Walkthrough

We will now briefly understand what is available on the Ganache desktop. On the Desktop,
at the top we have several menu options out of which a few are of immediate relevance
to us. The menu bar is highlighted in the screenshot below:

900 Ganache

CURRENT BLOCK CE HARDFORK NETWORK I RPC 5| MINING STATUS
0 PETERSBURG 5777 HTT: 27.0.0.1:85 AUTOMINING

MNEMONIC HD PATH

where luxury early clever fragile table discover law menu push shuffle wise m/44' /60" /0" /B/account_index
ADDRESS BALANCE TXCOUNT  INDEX d,
0xB9edfE2434918245CceA5bBd3d4fD29478B8e376  100.00 ETH

ADDRESS BALANCE TXCOUNT  INDEX &
0xA9d2268600d37a652bf1d0a6121BC18e6e4652F64 100.80 ETH ] 1

Clicking on the TRANSACTIONS menu shows all the transactions performed so far. You
will be performing transactions very soon. Now, come back to the above screen and check
the transactions from time to time. A typical transaction screen is as shown below:

) TRANSACTIONS

CURRENT BLOCK CE [ HARDFORK NETWORK ID RPC SERVER MINING STATUS w
3 PETERSBURG 5777 HTTP://127.0.0.1:8545 AUTOMINING SELECTIVE-STORE

Bxc072f02calb9f9293478cB83281901927b612ead400183e2efecb212a45276900

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE

0xA9d226800d37a652bf1d0a6121BC18e6e4652F64 OxDb756e6C4cBBb46A23f7dDfAE3DFC210F685A8a4 32137 4]

TX HASH

0%x11508071af42a8980b59aa3673d7a6496fa366bb116418bf77f76c384afe8964

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE

0xB9edfE2434918245CceA5bBd3d4fD29478B8e376 BxDb756e6C4cBBbA6A23f7dDFAE3DFC210F685A8a4 47137 ]
CONTRACT CREATION

0x26d0341af375c95356653f1F14902497f1fb7eb3defb274201124cd832b591al

FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE

0=B9edfE2434918245CceA5bBd3d4fD29478B8e376 BxDb756e6C4cBBb46A23f7dDfAE3DFC210F685A8a4 167215 2]

Likewise, when you click on the BLOCKS menu, you will see the various mined blocks.
Consider the following screenshot to understand how the BLOCKS menu looks like:
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o~

(22) sLocks

e’

CURRENT BLOCK GAS PRICE [ HARDFORK NETWORK D MINING STATUS
3 0000000 672 PETERSBURG 5777 7.0.0.1:8545 AUTOMINING
BLOCK MINED ON GAS USED
3 2019-03-30 20:08:06 32137
BLOCK MINED ON GAS USED
2 2019-03-30 19:57:25 47137
BLOCK MINED ON GAS USED
2019-03-30 19:48:01 167215
BLOCK MINED ON GAS USED ) TRANSACTIONS
0 2019-03-30 19:16:03 [*] b !

Click on the LOGS menu. It will open the system log for you. Here, you can examine the
various operations that you have performed on the Ethereum Blockchain.

Now, as you have understood how to use Ganache for setting up a private Ethereum
Blockchain, you will now create a few clients who would use this Blockchain.
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12. Ethereum — MyEtherWallet

For client application, you will use MyEtherWallet.
Download MyEtherWallet software from the following URL:
https://github.com/kvhnuke/etherwallet/releases/tag/v3.21.06

If required, unzip the downloaded file and open index.html. You will see the following
interface for creating a new wallet.

00 (< lam] = file:///etherwallet-v3.21.06/index.html (@] (4] th O A

DON'T GET PHISHED, please! 1 Thank you! &
1. BOOKMARK MYETHERWALLET.COM 2. INSTALL EAL or MetaMask or Cryptonite

Q) MyEtherwallet 21« [N ICETTETIR AT

The network is really full right now. Check Eth Gas Station for gas price to use.

allet  Send Ether & Tokens @Swap Send Offline Contracts ENS DomainSale Check TX Status View W.

Already have a wallet
somewhere?

Create New Wallet o Lodger] TREED
Digital Bitbox / Secalot :
Use your hardware wallet

Enter a password . Your device is your
wallet.

®

o MetaMask Connect via
VietaMask
Cxtension 1
Create New Wallet Efterminn. 20 easyLIEys
stay in MetaMask, not on
a phishing site! Try it
today.

This password encrypts your private key. This does not act as a seed to generate your

keys. You will need this password + your private key to unlock your wallet. ot ok L o

Mnemonic Phrase to

access your account.

How to Create a Wallet - Getting Started
o Mist / Geth / Parity: Use
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13. Ethereum — Creating Wallet

In this chapter, we will learn how to create Ethereum wallet. To create a new wallet, enter
a password of your choice and then click on the "Create New Wallet” button. When you
do so, a Wallet would be created. A digital wallet is essentially the generation of a
public/private key pair that you need to store in a safe place. The wallet creation results
in the following screen:

"

e0e < El| file:///etherwallet-v3.21.06/index.html ¢ Ol M g ||

DON'T GET PHISHED, please! - Thank you! &
1. BOOKMARK MYETHERWALLET.COM 2. INSTALL EAL or MetaMask or Cryptonite

Q) MyEtherwaltet 1.« [N RSN [T eTY—

The network is really full right now. Check Eth Gas Station for gas price to use.

allet  Send Ether & Tokens @Swap Send Offline Contracts ENS DomainSale Check TX Status View W.

Not Downloading a
File?

Save your Keystore File. o Try g Goo ool

o Right click & save file as.

Fil ¥
Download Keystore File (UTC / JSON) fename
UTC--2019-03-30T¢

Don't open this file on

. ) ) ) your computer
**Do not lose it!* It cannot be recovered if you lose it.
o Use it to unlock your

**Do not share it!** Your funds will be stolen if you use this file on a malicious/phishing wallet via MyEtherWallet

site. (or Mist, Geth, Parity and
**Make a backup!** Secure it like the millions of dollars it may one day be worth. other wallet clients.)
Guides & FAQ

o How to Back Up Your
Keystore File

a_\What ara thece Nifferant

Click on the "Download Keystore File (UTC / JSON)"” button to save the generated
keys. Now, click on the “I understand. Continue” button. Your private key will appear
on the screen as seen in the screenshot below:
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®
®
8
"

file:///etherwallet-v3.21.06/index.html|

DON'T GET PHISHED, please! 1 Thank you! &

Ethereum

1. BOOKMARK MYETHERWALLET.COM 2. INSTALL EAL or MetaMask or Cryptonite

Q) MyEtherWallet 32104 | PR

Network My Node:eth (Custom) ~

The network is really full right now. Check Eth Gas Station for gas price to use.

New Wallet Send Ether & Tokens E;?Swap Send Offline Contracts ENS DomainSale

Save Your Private Key.

1lebf5f14f1553801dalcec796815eb83258139cbechbfc7b94493239d355¢

768
Print Paper Wallet

**Do not lose it!** It cannot be recovered if you lose it.

**Do not share it!** Your funds will be stolen if you use this file on a malicious/phishing site.

“*Make a backup!** Secure it like the millions of dollars it may one day be worth.

Save Your Address. =

Check TX Status  View Wallet Info

Guides & FAQ

o How do | save/backup my
wallet?

o Preventing loss & theft of
your funds.

o What are these Different
Formats?

Why Should 1?

o To have a secondary
backup.

o In case you ever forget
your password.

o Cold Storage

ProTip: If you cannot
print this right now, click
"Print" and save it as a
PDF until you are able to
get it printed. Remove it

Click on the “"Print Paper Wallet” button to keep a physical record of your wallet’s private
key. You will need this later for unlocking the wallet. You will see the following screen. Do

not lose this output.

YOUR ADDRESS

Your Address:
BxAle3557T2FcP219368aaa9f9E523cDCSDTDAGESE

www MyEtherWallet.com

°
©
=
o
=
e}
Ll
-
=
L

Your Private Key:
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AMOUNT / NOTES

YOUR PRIVATE KEY

Always look for this icon
wihen sending to this wallet.

lebf5f14f1553801dalcec796815eb83258139cbecbfc7b94493239d355¢cf768
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To unlock your wallet, click on the "Save Your Address” button. You will see the following
screen.

Unlock your wallet to see your address

Your Address can also be known as you Account # or your Public Key . Itiswhat you share with people so they can send you Ether or
Tokens. Find the colorful address icon. Make sure it matches your paper wallet & whenever you enter your address somewhere.

How would you like to access your wallet?  Paste Your Private Key

MetaMask / Mist © This is not a recommended way to access your

Ledger Wallet wallet.

TREZOR Enter.lng.your prlvatfe key on a webﬁlte is dange.rous.. If our
website is compromised or you accidentally visit a different

Digital Bitbox website, your funds will be stolen. Please consider:

Secalot + MetaMask or A Hardware Wallet or Running MEW

Offline & Locally

Keystore / JSON File @

Mnemonic Phrase @
. If you must, please double-check the URL & S5L cert. It
Private Ke
° Y d should say https://www.myetherwallet.com &
Parity Phrase MYETHERWALLET INC in your URL bar.

¢ |earning How to Protect Yourself and Your Funds

lebf5f14f1553881dalcec796815eb83258139
cbecbfc7b94493239d355cf768

The wallet can be unlocked using the Private Key option as highlighted in the above screen.
Cut-n-paste the private key from the previous screenshot and click the Unlock button.
Your wallet will be unlocked and you will see a message appear at the bottom of the
screen. As the wallet does not contain anything as of now, unlocking the wallet is not really
useful to us at this point.
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14. Ethereum — Attaching Wallet to Ganache

Blockchain

You have now created a wallet; this wallet is a client interface to the Blockchain. We will
attach the wallet to the Ganache Blockchain that you have started in the earlier lesson. To
do so, click on the Network dropdown box as shown in the screenshot below:

[ ]
[ ]
~
|
i

file://fetherwallet-v3.21.06/index.html

& MyEtherWallet.com =+

DON'T GET PHISHED, please! Thank you! ool
1. BOOKMARK MYETHERWALILET.COM 2, INSTALL EAL or MetaMask or Cryptonite

e MyEtheI’Wallet 3.21.06m MNetwork ETH (myetherapi.com) -

The network is really full right now. Ch

ETH (myetherapi.com)

Vallet ~Send Ether & Tokens B2 Swap Send Offine  Contracts ENS DomainSale CH ETH fetherscanio) fo
ETH (infura.ic)
ETH (giveth.io)
- Unlock your wallet to see your address FTC e Commonnetn
[epool.io)

Your Address can also be known as you Account # oryour Public Key . It is what you share with pe ror

. K - Ropsten (myetherapi.com)
Tokens. Find the colorful address icon. Make sure it matches your paper wallet & whenever you enter yd ——

Kovan (etherscan.io)

Kovan (infura.ia)

How would you like to access your wallet? Paste Your Private Ke?
' MetaMask / Mist

Rinkeby [etherscan.ic)

Ledger Wallet

TREZOR

Digital Bitbox

Secalot

Keystore / JSON File @

Mnemonic Phrase @
© Private Key @

© This is not a recommen
wallet.

Entering your private key on a
website is compromised or yol
website, your funds will be sto

o MetaMask or A Hardwarg
Offline & Locally

Rinkeby (infura.ia)

EXP (expanse.tech)

UBQ (ubigscan.io)

POA (core poa.network)
TOMO (core.tomacain.ic)
ELLA (gllaism.org)

ETSC (gazua.tv)

e Learning How to P-'GLECEI

Add Custom Network / Node

If you must, please double-check the URL & SSL cert. It

should say https://www.myetherwallet.com &

Parity Phrase MYETHERWALLET INC in your URL bar.

Go to the bottom of the list. You will see an option for "Add Custom Network / Node”.
Select this item.
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Now, a screen will appear asking for the Ganache server address and the port to which it
is listening.

Set Up Your Custom Node

nstructions can be found here

Node Name
URL Port

HTTP Basic access authentication

© ETH () ETC ) Ropsten ) Kovan () Rinkeby ' Custom Supports EIP-155

Cancel Save & Use Custom Node

Type your Ganache server details - http://127.0.0.1 and Port: 8545. These would be
the values set by you in the Ganache server setup. Give a name of your choice to this
node. Click on the "Save & Use Custom Node” button. You will see the connected
message at the bottom of the screen. At this point, your wallet is successfully connected
to the Ganache Blockchain.

You are now ready to deploy the contract on this connected Blockchain.

27

@ tutorialspoint

EIMPLYEAGSY LEARMNING


http://127.0.0.1/

15. Ethereum — Deploying Contract

To deploy the contract, select the Contracts menu option as shown in the screenshot
below:

N
B
i

file:///etherwallet-v3.21.06/index.htmi#contracts v} (4] ] o

MyEtherwallet.com

[ ]
L 4
& MyEtherwallet

The network is really full right now. Check Eth Gas Station for gas price to use.

Mallet  Send Ether & Tokens ﬁ_‘;wap Send Offline § Contracts JENS DomainSale Check TX Status  View Wallet Info

Interact with Contract or Deploy Contract

Byte Code

Gas Limit

You will need to enter the contract’s bytecode on this screen. Remember, when you
compile your Solidity contract code, it generated a bytecode that runs on EVM. You will
now need to obtain this bytecode from Remix IDE.
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Go to the Remix IDE screen, your earlier typed contract should be there in the code
window. If not, retype the contract in the code window. Click on the Bytecode button as
shown in the following screenshot:

o ® < [im] remix.ethereum.org/#optimize=false&version=soljso & [+] ] [ml
& Remix - Solidity IDE —+
o B 0 0 & % « F browser/MyContract.sol > * Complle  Run Analysis  Testing Debugger Seftings Support
browser 1~ contract MyContract {
' 2z Current version:0.5.1+commit.cB8a2ch62. Emscripten.clang
+ config 3 uint amount;
4 uint value; Select new compiler version 4
5
6- constructor (uint initialAmount, uint initialValue) public { Auto compile Enable Optimization Hide warnings
7 amount = @;
g } value = 1669; £ Start to compile (Ctrl-S)
18
11 - function getBalance() public wiew returnsQuint) {
12 return value;
13 H
14 MyContract % X Swam
15 - function getAmount() public view returnsfuint) {
16 return amount; Details B a2l B Bytecods
17 ¥
18
19 - function send(uint newDeposit) public {
28 value = value - newDeposit;
Fa amount = amount + newDeposit;
22 }
23}
24
F ] o [2] only remix transactions, script ~ Q

The bytecode for your compiled source is copied to the clipboard along with some other
information. Paste the copied code into your favorite text editor. Following is the
screenshot of the text editor:

O O Untitled — Edited ~

{
"linkReferences": {},
"object": "GRERGER4B5234B0156100185760RRERTASE5RER4R516040BR61A1aDEI3GR
"opcodes": "PUSH1 @x88 PUSH1 @x4@ MSTORE CALLVALUE DUP1 ISZERO PUSHZ @
“"sourceMap": "@:480:8:—;;;65:1808;8:9:-1;5:2;;;30:1;27;20:12;5:2;65:188
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The value of the object tag contains the desired bytecode. Copy this carefully making
sure that you do not copy the enclosing quotes. The bytecode is really long, so make sure
that you copy right upto the last byte inclusive of it. Now, paste this bytecode in the
Deploy Contract screen as shown below:

o0® < | = @ file:ff/etherwallet-v3.21.06/index.html#contracts & (4] il )

L 4 MyEtherWallet.com +

DONT GET PHISHED, please! Thank you! f-?.
1. BOOKMARK MYETHERWALLET.COM 2. INSTALL EAL or MetaMask or Cryptonite

& MyEtherWaltet SO ] e i | ot ot o —

The network is really full right now. Check Eth Gas Station for gas price to use.

New Wallet  Send Ether & Tokens &Swap Send Offline  Contracts ENS DomainSale Check TX Status  View Wallet Info  Help

Interact with Contract or Deploy Contract

Byte Code

F@8060405234801561001057600080Td5b506040516040806161ab833981018060405260408110156100305760
0080fd5b810190808651906020019092919080519060200190929190505050600080819055506103860018190
555050506101318061006c600039600013Te608060405260043610610051576000357c01000000000000000000
[ 00 peeeo 00 9004806312065Te@14610056578063a52c101e14610081578063
d321fe29146100bc575b600080Td5b34801561006257600080fd5b5061006b6100e7565b604051808281526020
0191505060405180910390f35b34801561008d57600080fd5b506100ba606480360360208110156100a4576000
80fd5b8101908080359060200190929190505050610011565b005b3480156100c857600080Td5b506100d16101
8a565b6040518082815260200191505060405180910390735b6000600154905090565h80600154036001819055

Gas Limit
167215

The Gas Limit field is automatically set.
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Below the Gas Limit field, you will find the selection for accessing the wallet.

How would you like to access your Paste Your Private Key
wallet? .
© This is not a recommended way to access
MetaMask / Mist your wallet.
Ledger Wallet Entering your private key on a website is dangerous. If
our website is compromised or you accidentally visit a
TREZOR : come 4 Y
different website, your funds will be stolen. Please
Digital Bitbox consider:
Secalot o MetaMask or A Hardware Wallet or Running MEW

Offline & Locally

Keystore / JSON File @

Mnemonic Phrase @
. If you must, please double-check the URL & SSL cert. It
O Private Key e should say https://www.myetherwallet.com &
Parity Phrase MYETHERWALLET INC in your URL bar.

e Learning How to Protect Yourself and Your Funds

Now, access the wallet using the Private Key of the Ganache account on which this
contract will be deployed. To get this private key, go back to the Ganache window. Click
on the keys icon of the first account as shown below:

00 Ganache

ACCOUNTS
MNEMONIC HD PATH _
where luxury early clever fragile table discover law menu push shuffle wise m/h4' /60" /8" /0/account_index
ADDRESS BALANCE TX COUNT INDEX @f’
0xB9edfE2434918245CceA5bBd3d4fD29478B8e376 100.00 ETH 0 0
ADDRESS BALANCE TX COUNT INDEX @}/,.3
0xA9d226800d37a652bf1d0ab121BC18e6e4652F64 100.00 ETH 0 1
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You will see the private key of the user account # 1 as seen in the screenshot below:

00 Ganache

O0XBIEDFE2434918245CCEASBBD3D4FD29478B8E376

é’ PRIVATE KEY
628b0Ccd84820820946a682ac00e2368d4baa00f7214df6b27571f0146ebd0d18

Copy this private key and paste it in the “Paste Your Private Key” section as shown
below:

Read / Write Contract
0xDb756e6C4cBBb46A23f7dDFAE3DfC210F685A8a4

send ~

newDeposit uint254
100

How would you like to Paste Your Private Key
access your wallet?

) MetaMask / Mist

© This is not a recommended way to access your wallet.

Entering your private key on a website is dangerous. If our website is compromised

) Ledger Wallet or you accidentally visit a different website, your funds will be stolen. Please
~ TREZOR consider:
N o MetaMask or A Hardware Wallet or Running MEW Offline & Locally
' Digital Bitbox
s Learning How to Protect Yourself and Your Funds
) Secalot

If you must, please double-check the URL & SSL cert. It should say

' Keystore / JSON File @ https://wii.myethe rwallet.com & MYETHERWALLET INC in your URL bar.

~) Mnemonic Phrase @

O Private Key @ dccd0392a05724dce297ebab79c60F5beacfI6elaf2e8b39ebf5dd34
Parity Phrase @@bafebf
P
WRITE
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You will see the “"Unlock” button at the bottom of the screen. After unlocking, a “success”
message will appear at the bottom of the screen. At this point, your wallet is attached to
account #1 of the Ganache Blockchain.

Now, you are ready to sign and deploy the contract. Click on the “Sign Transaction”
button as shown in the screenshot below:

Interact with Contract or Deploy Contract

Byte Code

600181905550505061013T80610€6c600039600073Te608060405260043610610051576000357c010000000
000000000000000000000000000¢0000000000000000000009004806312065Te0146108056578063a52c101e
14610081578063d321fe2914610@bc575b600080Fd5b34801561006257600080Td5b5661006b6100e7565b6
040518082815260200191505060405180910390735b34801561008d57600080Td5b506100ba600480360360
208110156100a457600080Td5b8101908080359060200190929190505050610011565b005b3480156100c85
7600080Td5b506100d161010a565b6040518082815260200191505060405180910390135b60006001549050
90565b8060015403600181905556806000540160008190555050565b6000805490509856Teal65627a7a723
058201bc@43fa69209713421e7859bce98246c45c2e97130e039f7a%aff26c14b7db9€029

Gas Limit

167215
Sign Transaction

Raw Transaction Signed Transaction
{"nonce":"0x00","gasPrice" :"0x098bca5a0e@ 0xf901feB085098bca5a00@83028d2T8080b901ab
","gasLimit":"@x@28d2f","to":"", "value": 608060405234801561001057600080Td5b506040
"0x00","data":"0x60806040523480156100105 516040806101ab83398101806040526040811015
76000807Td5b506040516040806101ab833981018 y 61003057600080Td5b8101908080519060200190 y

Deploy Contract

Signing the transaction generates and displays both Raw and Signed transactions. Click
on the “Deploy Contract” button to deploy the contract on the Ganache Blockchain.
Remember the contract is deployed by account # 1 user of the Ganache Blockchain.
Therefore, account # 1 user becomes the contract creator. Before the contract is deployed,
you will be asked to confirm the transaction as it may cost you some real money if you
were to deploy this contract on a public real Ethereum Blockchain. Do not worry, for the
current private Blockchain running on your local machine, there is no real money involved.
Click on the Make transaction button as shown in the screenshot below:
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Warning!

You are about to deploy a contract.
It will be deployed on the following network: ETH.
The ETH node you are sending through is provided by Custom.

Are you sure you want to do this?

No, get me out of here! Yes, | am sure! Make transaction.

Examine the Ganache console; you will see that the ETH balance in the account # 1 has
reduced as seen in the screenshot below:

900 Ganache

CURRENT BLOCK CE GAS HARDFORK NETWORK ID C S MINING STATUS
1 67 H PETERSBURG 5777 27.0.0.1:8545 AUTOMINING

MNEMONIC HD PATH

where luxury early clever fragile table discover law menu push shuffle wise m/44" /60" /0" /8/account_index
ADDRESS BALANCE TX COUNT INDEX éj
0xB9edfE2434918245CceA5SbBd3d4fD29478B8e376 | 99.99 ETH 1 0

ADDRESS BALAMCE TX COUNT INDEX &
0xA9d226800d37a652bf1d0ab121BC18e6e4652F64  100.00 ETH 0 1

Now, click on the TRANSACTIONS menu as shown in the screenshot below:

o Z
{ Al ) ACCOUNTS

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
1 20000000000 6721975 PETERSBURG ST77 HTTP://127.0.0.1:8545 AUTOMINING SELECTIVE-STORE

You will see the transaction details.
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CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK Il RPC SERVER MINING STATUS Wol 3
1 20000000000 6721975 PETERSBURG 5777 HTTP:/{127.0.0.1:8545 AUTOMINING SELECTIVE-STORE

TX
0x26d0341af375c95356653f1f14902497f1fb7eb3defb274201124cd832b591al

+— BACK

SENDER ADDRESS CREATED CONTRACT ADDRESS
0xB9edfE2434918245CceA5bBd3d4fD29478B8e376| 0xDb756e6C4cBBb46A23f7dDfAE3DTC210F685A8a4

VALUE GAS USED BAS PRICE GAS LIMIT MINED IN BLOCK
0.00 ETH 167215 41000000000 167215 1
TXDATA

0x5B8060485234801561001057680080fd5b506040516040806101ab8339810180604052604081101561003057600080fd5h810190808051906028019092919
0805196060200190929190505050600080819055506103e8600181905550505061013f3061006c6000396000f3fe608060405260043610610051576000357cB1
00000000AEAOEARAOOAEALRA0RARNOOAREAORAABERDNARAENAERAANAI0NLE06312065fe014610056578063a52c101e14610081578063d321fe29146100bc575
b606886Td5b34801561006257608080fd5b5061006b6100e7565b6040518082815260200191505060405180910390f35b34801561008d57600080fd5b5061600
babBe480360360208110156100a457608080fd5b81019080803590602001909291985058506100f1565b005b3480156100c857600880fd5h506108d161010a5
65b6040518082815260200191505060405180910390135b6000600154905090565b8060015403600181905550806000540160008190555050565b6000805490
509056feal65627a7a723058201bc043a692097f3421e7859bce98246c45c2e97130e039f7a% ff26c14b7db90629

On this screen, you will find the contract’s published address. The address is marked in
the above screenshot. You will distribute this address publicly to let others know that your
contract is available at this specified address to which they can connect and execute the
contract methods, such as sending money to you - the contract creator. Copy this contract
address for your own reference as you are going to need it in the next step.
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16. Ethereum — Interacting with Deployed

Contract

Now, you are ready to interact with the contract that you have deployed. Go back to
MyEtherWallet desktop and click on the “Interact with Contract” tab as shown in the
screenshot below:

[ NON JNIR4 lEm] = file:///etherwallet-v3.21.06/index.html#contracts & (4] ) 0

« MyEtherWallet.com +

DON'T GET PHISHED, please! Thank you! E
1. BOOKMARK MYETHERWALLET.COM 2. INSTALL EAL or MetaMask or Cryptonite

Q) MyEtherwallet 22100 [N TR pweT—

The network is really full right now. Check Eth Gas Station for gas price to use.

Mallet  Send Ether & Tokens QSWQD Send Offline  Contracts ENS DomainSale Check TX Status  View Wallet Info

Interact with Contract|or Deploy Contract

Contract Address Select Existing Contract

Select a contract... -

ABI / JSON Interface

Access

Paste the contract address that you previously copied in the “"Contract Address” field.
You also need to paste the "ABI / JSON Interface” of the contract on the above screen.
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To get the ABI, go to the Remix window and click on the ABI button as shown in the
screenshot below.

eCe® < i1 remix.ethereum.org/#optimize=false&version=soljso & (4] th ]
L 4 Remix - Solidity IDE +
o B 0 0 & % €« Y pouser/MyContract.sol * ® Compie  Run  Analysis  Testing Debugger Settings Support
browser % 1+ contract MyContract {
' z Current version:0.5.1+commit.c8a2cb&2. Emscripten.clang
+ config zl uint amount;
4 uint value; Select new compiler version &
5
B 6- constructor (uint initialAmount, uint initialValue) public { Aute compile Enable Optimization Hide warnings
7 amount = @;
g 3 value - 1082; 2 Start to compile (Ctrl-5)
1@
11~ function getBalance() public wview returnsCuint) {
12 return value;
13 3
14 MyContract % X Swam
15~ function getAmount() public view returnsCuint) {
16 return amount; Datails B Bytecods
17 3
18
19- function send(uint newDeposit) public {
20 value = value newDeposit;
21 amount = amount + newDeposit;
2z }
23}
24
£ @ 0 [2] only remix transactions, script ~ Q

The ABI / JSON interface will be copied to the clipboard. Paste this in your favorite editor
to examine the generated interface, which is shown below:

ABI / JSON Interface

"constant": false,
"inputs": [
{
"name": "newDeposit",

"type": "uint256"

Is

"name": "send",

"outputs": [],

"payable": false,
"stateMutability”: "nonpayable",

"type": "function"

"inputs": [
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"name": "initialAmount",

"type": "uint256"

}s

{
"name": "initialvalue",
"type": "uint256"

}

1,
"payable": false,
"stateMutability": "nonpayable",

"type": "constructor"
¥
{
"constant": true,
"inputs": [],
"name": "getAmount",
"outputs": [
{
"name": "",
"type": "uint256"
}
1,
"payable": false,
"stateMutability": "view",
"type": "function"
¥
{
"constant": true,
"inputs": [],
"name": "getBalance",
"outputs": [
{
"name": "",

"type": "uint256"

1,
"payable": false,
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"stateMutability": "view",

"type": "function"

After you paste this JSON in the MyEtherWallet interface, you will notice that the
ACCESS button below the JSON interface is now activated, as shown below:

Interact with Contract or Deploy Contract

Contract Address Select Existing Contract
0xDb756e6C4cBBb46A23T7dDFAE3DTC210F6E Select a contract... -

ABI / JSON Interface
[

{
"constant": false,
"inputs": [

{

"name": "newDeposit",

Click Access button to access the contract.
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Upon clicking the Access button, the contract address and function selection dropdown
will appear on the screen like in the Remix editor. This is shown in the screenshot below:

Interact with Contract or Deploy Contract

Contract Address Select Existing Contract

0xDb756e6C4cBBb46A23F7dDFAE3DTC210F6E Select a contract... -

ABI / JSON Interface

[
{
"constant": false,
"inputs": [

{

"name": "newDeposit",

Read / Write Contract
0xDb756e6C4cBBb46A23f7dDFAE3DfC210F685A8a4

Select a function ~

You may check the various functions of the contract as in the case of Remix deployment.
Note that the contact is now deployed on an external Ganache Blockchain. Check the
getAmount function; you will get the Amount value of zero and the getBalance will show
a balance of 1000.

Now try sending some money. It will present you a textedit control for entering the
amount. When you write the contract, some “gas” would be used and you will be asked to
confirm the transaction before writing it to the Blockchain. The transaction would be
executed in a short while depending on the mining timing set by you on the Ganache
server. After this, you can reexamine the value and the amount fields of the contract to
verify that these are indeed modified.
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You may now examine the Ganache desktop to view the transactions that you have

performed so far. A sample output is shown below:

7. [ ] Ganache

TRANSACTIONS

GAS LIMIT HARDFORK NETWORK ID

CURRENT BLOCK E
2 2 00000 6721975 PETERSBURG 5777

TX HASH

0x11508071af42a8980b59aa3673d7a6496fa366bb116418bf77f76c384afe8964

FROM ADDRESS TO CONTRACT ADDRESS

BxB9edfE2434918245CceA5bBd3d4fD29478B8e376 BxDb756e6C4cBBb46A23f7dDfAE3DFC210FB85ABaL

TX HASH

0x26d0341af375c95356653f1f14902497f1fb7eb3defb274201124cd832b591a1

FROM ADDRESS CREATED CONTRACT ADDRESS

BxB9edfE2434918245CceA5bBd3d4fD29478B8e376 BxDb756e6C4cBBb46A23f7dDfAE3DFC210FB85ABaL

CONTRACT CALL

GAS USED VALUE
47137 [:]

CONTRACT CREATION

GAS USED VALUE
167215 [:]

So far, you were both the contract creator and the contract executor. This does not make
much sense, as you expect others to use your contract. For this, we will create another
client for our Ganache Blockchain and send some money from the newly created account

# 2 to the contract creator at account # 1.
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17. Ethereum — Creating Contract Users

In this chapter, we will learn the creation of contract users on Ethereum. To create a user
for our published contract, we will create another MyEtherWallet client attached to the
same Ganache Blockchain that you have been using in the previous steps. Go to the
MyEtherWallet screen and create a new wallet.

Click on the contracts menu and select the “"Interact with Contract” option as in the
earlier case. Note that this new user is going to simply interact with the already published
contract and not deploying his own contract. Specify the contract address and the ABI that
you used in the earlier case.

Interact with Contract or Deploy Contract

Contract Address . Select Existing Contract
@xDb756e6C4cBBb46A23f7dDfAE3DTC210F685A8a4 Select a contract... -

ABI / JSON Interface

[
{
"constant": false,
"inputs": [
{

"name": "newDeposit",
Access

Now, click Access button and invoke send method. When asked, input some value say
100 ETH to be sent. Submit the transaction. Upon submission, the following screen will
appear.
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Read / Write Contract
0xDb756e6C4cBBb46A23f7dDfAE3DfC210F685A8a4

send -

newDeposit uint254
100

How would you like to Paste Your Private Key
access your wallet?

MetaMask / Mist

© This is not a recommended way to access your wallet.

Entering your private key on a website is dangerous. If our website is compromised

Ledger Wallet or you accidentally visit a different website, your funds will be stolen. Please
TREZOR consider:

e MetaMask or A Hardware Wallet or Running MEW Offline & Locally
Digital Bitbox

¢ |earning How to Protect Yourself and Your Funds
Secalot

If you must, please double-check the URL & SSL cert. It should say

Keystore / JSON File o https://www.myetherwallet.com & MYETHERWALLET INC in your URL bar.

Mnemonic Phrase @
© Private Key @
Parity Phrase

WRITE

To attach this new client to our Ganache Blockchain, go to Ganache Console. Click on the
keys icon of account # 2 as shown in the following screenshot:

900 Ganache

HARDFORK NETWORK ID RPC VER MINING STATUS
PETERSBURG 5777 HTTP:127.0.0.1:8545 AUTOMINING

MNEMONIC HD PATH

where luxury early clever fragile table discover law menu push shuffle wise m/44" /60" /0" /0/account _index
ADDRESS BALANCE TX COUNT INDEX @?3
0xB9edfE2434918245CceA5bBd3d4fD29478B8e376 99.98 ETH 3 0

ADDRESS BALANCE TX COUNT INDEX @?3
0xA9d226800d37a652bf1d0a6121BC18e6e4652F64 100.00 ETH 3 1

43

A ' tutorialspoint

EIMPLYEAGSY LEARMNING



You will get the private key for account # 2.

e0e@ Ganache

0XA9D226800D37A652BF1D0A6121BCI8E6E4652F64

J PRIVATE KEY
dccd8392a05724dce297ebab79c60f5beacf96elaf2e8b39ebf5dd3400bafebf

tutorialspoint
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Copy the key that you receive and use it in your newly created wallet as shown here:

Read / Write Contract

Ethereum

0xDb756e6C4cBBb46A23f7dDfAE3DfC210F685A8a4

send -

newDeposit uint254
100

How would you like to
access your wallet?

MetaMask / Mist
) Ledger Wallet
) TREZOR
) Digital Bitbox
7 Secalot
Keystore / JSON File @
) Mnemonic Phrase @
© Private Key @
Parity Phrase

WRITE

Paste Your Private Key

© This is not a recommended way to access your wallet.

Entering your private key on a website is dangerous. If our website is compromised
or you accidentally visit a different website, your funds will be stolen. Please
consider:

e MetaMask or A Hardware Wallet or Running MEW Offline & Locally
* |earning How to Protect Yourself and Your Funds

If you must, please double-check the URL & SSL cert. It should say
https://www.myetherwallet.com & MYETHERWALLET INC in your URL bar.

dccd@392a05724dce297ebab79c60f5heacf96elaf2e8b39ebf5dd34
@0bafebf

Click on the Unlock button to attach the wallet.
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When the wallet is successfully unlocked, write the desired send transaction.

Warning!

You are about to execute a function on contract.

It will be deployed on the following network: ETH (Custom).

Amount to Send /n most cases you should leave this as 0.

[V

Gas Limit
32137

Generate Transaction

Generate the transaction by clicking on the "Generate Transaction” button.

Warning!

You are about to execute a function on contract.

It will be deployed on the following network: ETH (Custom).

Amount to Send /In most cases you should leave this as O.

(4]

Gas Limit
32137

Generate Transaction

Raw Transaction Signed Transaction
{"nonce":"@x@3","gasPrice":"@x098 Oxf8880385098bca5a@0827d8994dh756
bca5a@@","gasLimit":"@x7d89","to" ebcdcbbb46a23f7ddfae3dfc218f685a8
:"@xDb756e6C4cBBb46A23f7dDTAE3DTC . a480a4a52cl0le@PO000O000000000000 p

No, get me out of here! Yes, | am sure! Make transaction.
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Make the transaction and wait for some time for it to reflect in the Blockchain. Now,
execute “getAmount”, the amount shown should be 200 now.

Read / Write Contract
0xDb756e6C4cBBb46A23f7dDFAE3DFC210F685A8a4

getAmount ~

200

Execute “getBalance”. The value field should now be 800.

Read / Write Contract
OxDb756e6C4cBBb46A23f7dDFAE3DfC210F685A8a4

getBalance ~

800
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Examine the transaction log to see the various transactions performed by different users.

(&) TRANSACTIONS

CURRENT BLOCK GAS LM HARDFORK NETWORK ID R MINING STATUS WORKSPACE
3 975 PETERSBURG 777 HT 27.0.0.1:8545 AUTOMINING SELECTIVE-STORE

0xc072f02calb9f9293478c83281901927b612ead400183e2efechb212a45276900
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0=xA9d226800d373652bf1d0a6121BC18e6e4652F64 OxDb756e6C4cBBb46A23f7dDfAE3DFC210F685A8a4 32137 2]
CONTRACT CALL

0x11508071af42a8980b59aa3673d7a6496fa366bb116418bf77f76c384afe8964
FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
0xB9edfE2434918245CceA5bBd3d4fD29478B8e376 BxDb756e6C4cBBbA6A23f7dDFAE3DFC210F685A8a4 47137 ]

CONTRACT CREATION
0x26d0341af375c95356653f1f14902497f1fb7eb3defb274201124cd832b591al
FROM ADDRESS CREATED CONTRACT ADDRESS GAS USED VALUE
0=xB9edfE2434918245CceA5bBd3d4fD29478B8e376 OxDb756e6C4cBBb46A23f7dDfAE3DFC210F685A8a4 167215 &
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18. Ethereum — Summary

You learned how to write your own digital contract in Solidity. You developed and tested
the contract interface in the Remix IDE. For further multi-user testing, you deployed this
contract on Ganache Blockchain. On Ganache, you created two user accounts. The first
account was used for publishing the contract. The second account was used for consuming
the contract.

What is Next?

The Ganache Blockchain that you used in this entire process is private and local to your
machine. Once you are fully satisfied with the functioning of the contract, you may proceed
to publish it on a real-life Ethereum Blockchain. However, doing so would require you to
spend real money. In the demo application, we used 1000 ETH as default for each user
account in Ganache. When you deploy your contract on a real-life Blockchain, you will have
to buy the ETH by converting your own country’s currency to ETH. This currency would be
stored in your wallet and you will be able to spend it the way you want.
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